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Overview

· Two key qualities of QoS

· Low delay

· Uniform (or near uniform) delay

· QoS requires knowing (or being able to predict) when the packets will arrive

· Other qualities of QoS

· Bandwidth reservation

· Data loss – never allowing volumes to exceed capacity by dropping connections that can not be processed

	Metric 
	Measure

	Dedicated bandwidth
	Bps, Kbps, Mbps, etc.

	Latency (delay)
	Msec (thousandths of a second)

	Jitter (variation in delay)
	Msec (thousandths of a second)

	Data Loss
	Capacity or % of frames transmitted


Packet Network

· Circuit switched network = bandwidth dedicated per user

· Packet switched network = multiple users sharing network bandwidth

· Packet networks drop packets when demand exceeds capacity

· Three general areas to address QoS in a packet network

1. Expediting traffic into the network

2. Expediting traffic through the network

3. Expediting delivery of packets to destination

LAN Egress on the IEEE 802.1p Standard

· IEEE 802.1p standard is a Layer-2 (data link layer) signaling technique to prioritize traffic

· This standard defines 8 priority levels

· Priority tag is added to differentiate traffic

· Priority tag is removed at Layer-2 to Layer-3 conversion point when LAN frames are converted for transmission over a WAN

· IEEE 802.1p standard works only on  Layer-2 networks / CAN NOT prioritize traffic across a WAN

· Use of IEEE 802.1p is supported by multiple vendors, but is LAN only standard

Router Egress

· Routers can be connected to multiple  LANS

· Routers add significant delay to real time traffic

· Cisco had added several techniques to expedite flow of traffic through their products

· Some techniques are in compliance with industry standards

· Some techniques are proprietary

Router Queuing Methods

· Normal router method (behavior) is FIFO (First In = First Out)

· Additional methods include:

· Priority queuing

· Custom queuing

· Weighted fair queuing

· Priority queuing permits prioritization based on:

· Network protocol

· Incoming interface

· Packet size

· Source or Destination

· Custom queuing shares bandwidth among applications

· Fair weighted queuing – interactive traffic is assigned to the front of the queue

Traffic Expediting

· Standard IP Header has a Type of Service (ToS) field

· This field was intended to enable applications to set their preferred routing path i.e. low delay high throughput

· Although this seems like a good idea the field is rarely used and is usually set to a value of 0

· A second traffic expediting method recognizes that this field (ToS) is rarely used and instead uses this same field as a DiffServ (Differential Service) field

· DiffServ definitions

· Assured service

· Preferred service

· Denotes manner in which data flows are handled by router

· Third method involves mapping a flow of traffic between two locations and adding a label to packets 

· This is MPLS (Multi-Protocol Label Switching)
· Instead of router searching thousands of entries in address table, router bypasses normal method and expedites packet to destination

· Cisco originally called this Tag Switching, but method was standardized by IETF as MPLS (Multi-Protocol Label Switching) 
Link Efficiency

· Any technique that decreases the number of bytes of traffic increases the efficiency of the WAN

· Two of these techniques 

· TCP header compression

· RTO (Real-Time Transport Protocol)
Reserving Bandwidth

· RSVP (Resource ReserVation Protocol) was standardized by IETF to provide QoS by allowing applications to dynamically reserve bandwidth

· RSVP works on small to medium sized networks but does not scale to work on a network the size of the internet

WAN Egress

· Once the destination router has received the packet it can once again use Layer-2 methods to deliver it to its end recipient

Layer-2 Quality of Service

· OSI model does not include QoS function

· IEEE has worked to develop a traffic expedition standard for Layer-2 operations

Overview of Standards

Conventional LAN Data Flow

LAN Switching

· Ethernet shared media environments do not favour access to the media

· LAN switching must be used

· Switches normally manage packets in FIFO manner

· 802.1p standard defines 8 priority levels for delivering traffic

	111
	7
	Network Critical

	110
	6
	Interactive Voice

	101
	5
	Interactive Multimedia

	100
	4
	Streaming Multimedia

	011
	3
	Business Critical

	010
	2
	Standard

	001
	1
	Background

	000
	0
	Best Effort (Default)


· 802.1q standard defines VLAN’s

· VLAN’s can be used to shape where traffic flows and to limit broadcast and collision domains

Limitations (LAN Switching)
· 802.1p does not address end to end issues in WAN environments

· 802.1q VLAN tag exceeds the MAC frame – shouldn’t be an issue but non 802.1q compliant equipment may discard the “jumbo sized” frames

· Non 802.1p and 802.1q tagged frames are treated as on a “best effort” basis – this can create limitations

QoS in the Network

· Routers can use different traffic queues to prioritize traffic

· ToS byte or its revision as the DiffServ byte can be used to define which queue is used

Router Queues

· Cisco currently supports four different queuing algorithms:

· FIFO

· Priority Queuing

· Custom Queuing

· Weighted fair queuing

FIFO

· Simplest and default queuing method

Priority Queuing

· Traffic can be directed into four queues

· High

· Medium

· Normal

· Low

· Different network protocols (ex. UDP or TCP) can assigned different queue priorities

· IP traffic can also be filtered by port into an access list – these access lists can then be assigned a specific priority

· Default priority is normal – anything not assigned to a queue is treated as normal priority

Example: set port 80 (www) traffic to low priority

	User Access Verification

Password:

central-cisco>en

Password:

central-cisco#config terminal

Enter configuration commands, one per line.  End with CNTL/Z.

central-cisco(config)#priority-list 1 protocol ip low tcp 80

central-cisco(config)#^Z

central-cisco#


Custom Queuing

· Allocates bandwidth by specifying number of bytes to be processed in each  queue before going on to the next queue

Example :
Prioritize port 21 (ftp) higher than port 80 (www)



Prioritize port 80 higher than normal but lower than port 21



Set default (everything else) to low priority

	User Access Verification

Password:

central-cisco>en

Password:

central-cisco#config terminal

Enter configuration commands, one per line.  End with CNTL/Z.

Note – must define which interface will use custom-queue

central-cisco(config)#int fastEthernet 0/0

central-cisco(config-if)#custom-queue-list 1

central-cisco(config-if)#exit

Note – defining 3 queues

     Queue 1 - ftp tcp:21

     Queue 2 - www tcp:80

    Queue 3 - default

central-cisco(config)#queue-list 1 protocol ip 1 tcp 21

central-cisco(config)#queue-list 1 protocol ip 2 tcp 80

central-cisco(config)#queue-list 1 default 3

Note – define number of bytes each queue will send before proceeding to next

central-cisco(config)#queue-list 1 queue 1 byte-count 3000

central-cisco(config)#queue-list 1 queue 2 byte-count 1500

central-cisco(config)#queue-list 1 queue 3 byte-count 500

central-cisco(config)#^Z

central-cisco#


Weighted Fair Queuing (WFQ)

· WFQ represents an automated method in allocating bandwidth

· Traffic is monitored and divided into two categories

· Those requiring large amounts of bandwidth

· Those requiring relatively small amounts of bandwidth

· Subdivision results in packets queued by flow

· Goal of WFQ is to ensure that low bandwidth applications receive preferential treatment in gaining access to an interface

· Default queuing mode on serial interfaces

· Easy method to ensure that one type of traffic does not “hog” all available bandwidth

· Good queuing method when you have mixture of data types

· Limitation is that it can not determine packet types

· 64 byte telnet packet is treated same as 64 byte VoIP packet

· This may not be what is desired

ToS Byte

· 8 byte field within the 20 byte IP header

· Application can (but rarely do) set contents

· DiffServ uses this rarely (never) used field

Differentiated Services (DiffServ)

· Set of technologies to permit network service providers to offer different categories of QoS

Operation (DiffServ)

· Uses ToS field in IP header

· Sets 8 levels of network service

	111
	7
	Network  

	110
	6
	Network

	101
	5
	Express forwarding

	100
	4
	Class 4

	011
	3
	Class 3

	010
	2
	Class 2

	001
	1
	Class 1

	000
	0
	Best Effort 


DiffServ Code Point (DSCP) Processing 

Ingress Functions

Classifier Operation

Metering

Action

Routing

Operational Problems

Integrated Services (IntServ)

· Suite of evolving standards to provide QoS transport capability over IP based networks

Resource ReserVation Protocol (RSVP)

· Signaling protocol for applications to request bandwidth from the network

· Sender will transmit a path message to all downstream receivers

· Downstream receivers will request a specific QoS from the network

· RSVP is receiver driven not Sender driven

· Both applications and devices (routers) must be RSVP enabled

Multiprotocol Label Switching (MPLS)

· Goal is provide Layer-2 efficiency to Layer-3 networks

· MPLS can and is often used to create the equivalent of VLAN’s  (or VPN’s) using routers

MPLS Label

· 20 bit label field added to create IP tunnel defining VPN

· Router looks only at 20 bit field ignoring IP info until received at destination when 20 bit field gets “stripped”

Other QoS Techniques

· RTP (Real Time Transport Protocol) header compression

· Other types of data compression

